Technical Requirements lnde

Computing Requirements

Indigo assessments and courseware materials are designed to run on standard browsers, but best performance and
compatibility will be ensured by using Chrome 80.0 and above on a Windows or MacOS device with at least 4GB of real
memory and 1GHz processor. Components will run on less advanced configurations but must be tested and performance
may be affected.

Networking Requirements

Indigo applications are multi-tier and are designed to operate on moderate bandwidth. It is suggested that applications
are run over asymmetric or symmetric connections of at least sustained 30mbs downstream and 10mbs upstream
throughput with low latency. Applications can be run over 5G or Wi-Fi connections.

Whitelisting

The following domains (and all subdomains) should be added to whitelisted sites and “Safe Senders” for SMTP-based
email:

* ttiadmin.com — port 80 and 443: Administration for Teachers and Staff

* ttisurvey.com — port 80 and 443: Assessment link for Students, Teachers, Staff

* auth0.com — port 80 and 443: Authentication and Authorization Services

*.indigolearners.com — port 80 and 443: Indigo Learners resources and materials

* .indigolaunchpad.com — port 80 and 443: LaunchPad platform for Indigo assessments and results

* .indigoeducationcompany.com — port 80 and 443: Websites and resources for Indigo

* .indigopathway.com — port 80 and 443: IndigoPathway career and college readiness resources and materials
*_coloradocareeradvising.com (Colorado users only) — port 80 and 443: Colorado Career Advising resources and
materials

* .indigodashboard.com — port 80 and 443: Students and Teacher resources for Indigo

* vimeo.com — port 80 and 443: Online course videos

* youtube.com — port 80 and 443: Online course videos

* .indigocourses.com — port 80 and 443: Online course for Students, Teachers, Staff

Emails will be sent from support@indigoproject.org, survey@indigopathway.com, support@indigopathway.com,
support@coloradocareeradvising.com (Colorado users only), ccatool@coloradocareeradvising.com (Colorado users
only).
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SSO Integration for Google Admins

To enable Single Sign-On (SSO) integration for Indigo applications using Google, the following permissions should be
added by your organization's admin:

1. For Google Admins
o Goto the Google Admin console.
o Navigate to "Security" > "API controls" > "Manage third-party app access."
o Locate the Indigo application and grant the necessary permissions to enable SSO for users.

Security and SSL Requirements

All Indigo traffic is designed to operate over SSL. Applications will automatically redirect to SSL if the initial connection is
made over port 80. However, websites and some static content may still be delivered over port 80.

Indigo applications do not require incoming connections through network firewalls; however, if remote support is

desired, it is recommended that the account team is provided with details on remote connections and support options.

If additional support is required or you have questions, please contact support@indigoproject.org. Thank you!
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